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DATA ENCRYPTION SOFTWARE 
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Abstract: One of the main problems for all users is the protection of their personal data. This article 
presents the basic cryptographic algorithms. Different software products for data encryption are presented. A 
relational database for comparison between them was created using the following parameters: price, size of 
the key platform use encryption method, users, opportunities, support. The advantages and disadvantages 
of the chosen software to facilitate user choice are presented. 

Keywords: encryption, decryption, bit size key, data security, encryption software. 

 
INTRODUCTION 
One of the big problems with the development of information technology becomes 

the protection of user data. It is important that the information the user sends is only 
accessible by a range of users for whom it is intended. Many computer users assume that 
messages prepared and sent on the local network or the Internet, are read by the 
recipients to whom they were addressed. E-mail is like an open postcard. It can be read by 
anyone during its journey from sender to recipient. E-mail messages are very easy to 
intercept by malicious users. They often go through dozens of nodes (servers) in their way 
of transportation [6], [7]. Even if the message is sent to a local network a copy shall be 
kept on at least three machines: the sending computer, the computer of the recipient and 
the internal mail server. It is important to protect our data on our personal computer or 
office computer. 

The protection of information is necessary for any of the following cases: 
- protection from unauthorized use; 
- protection against unauthorized modification; 
- protection against unauthorized destruction of data. 
Encryption involves converting data into a format that cannot be easily understood by 

others, but only by the creator of the data. When the documents are on an encrypted disk, 
only the user who has the correct key can view them. Personal data can be protected 
using permissions and encryption. 

 
DATA ENCRYPTION SOFTWARE 
There are a variety of software for data protection of passwords, emails, files and 

folders, whole hard disk and more. It is important to choose the right encryption software. It 
has to provide the desired protection [3], [5]. Encryption software should be convenient 
and easy to use. Some of these software products are discussed in this article: 

 CYPHERIX is simple, easy to use encryption software that creates an encrypted 
virtual drive, provides password protection and hides any file or folder ensuring file 
encryption is automatic. Its powerful encryption ensures that only you can access your 
data. The free, fully-functional Cryptainer LE version uses a 128-bit implementation of the 
powerful Blowfish algorithm while the registered version Cryptainer ME offers a choice 
between a 448-bit implementation of the Blowfish and a 256-bit implementation of AES 
(Rijndael).  

 DataMotion Secure Mail Desktop is achieved without complication. It protects all 
of your sensitive messages with military-grade encryption, and it gives customers 
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assurance that their private information is being handled with care. It works with popular 
email clients such as Outlook, it’s intuitive for senders and recipients, and can be up and 
running in minutes with no outside IT support. 

 DESlock+ Pro does it all. Full disk and removable media encryption protect laptop 
computers against unexpected events. File, folder and email encryption allow fully secure 
collaboration across complex work groups and team boundaries, with security policy 
enforced at all endpoints by the DESlock+ Enterprise Server. Full disk encryption - Fast 
transparent pre-boot security using FIPS validated 256 bit AES encryption.  

 IDOO File Encrypt Pro is Free File Encryption and easy to use software to encrypt 
files by using a password. It is compatible with Windows OS 7/8/XP/Vista/2000. Using the 
advanced 256-bit AES encryption algorithm, it would protect the confidential data or 
private information from unauthorized access, and it is your best choice to prevent data 
breaches. 

  Nordic Information Security Group Flexcrypt is a small software application that 
enables encryption and decryption of your emails. Flexcrypt is very easy to install and use. 
After installation, simply add the email addresses you wish to send and receive encrypted 
emails from. For each address, you must make up a password. This password is the key 
used in order to decrypt the message, thus, you must inform the receiver of the encrypted 
email of your chosen password.  

 SecureStar ShareCrypt stores files encrypted on local disk, network shared 
folders, and file syncing cloud services. It provides user based access rights to folders and 
their content. Uses AES, Blowfish, RSA, SHA-2 Algorithms with 256 Bit Size Key. 

 WebMinds SensiGuard is used for File and Folder Encryption. It uses AES 
Algorithm with 256 Bit Size Key and offers Instructional Video Support Features.  

 Symantec Drive Encryption is expensive and powerful software product. It 
implements device Disk Encryption only using AES cryptographic Algorithm with 256 bit 
size key. 

 SOPHOS EndUser Data Suite is freeware and simple to use. It provides Disk, File, 
Folder and Email Encryptions and uses SHA-2 Function and 128 Bit Size Key. 

 TrueCrypt Disk is a freeware application. It creates a virtual encrypted disk within a 
file, or encrypts a partition or the entire storage device. TrueCrypt supports individual 
algorithms such as AES and Twofish. Five different combinations of cascaded algorithms 
are also available. The cryptographic hash functions that TrueCrypt uses are RIPEMD-
160, SHA-512 and Whirlpool. This application supports parallelized encryption for multi-
core systems and pipelined read/write operations. 

 AxCrypt is a freeware software application designed for encryption and decryption 
of files. It uses an AES algorithm with a key length of 128 bits. AxCrypt creates an archive 
that contains additional metadata along with the encrypted data file. The original file is 
deleted after encryption.  

 ENTRUST Email Encryption is a freeware application for Email Encryption. This 
software is, first and foremost, a secure service. Your private data will be on lockdown and 
you won’t have to worry about bank account information or private medical data being 
divulged. But what helps this service become an even more desirable option is how simple 
it is to use. 

 Secude Finaily Secure Enterprise was founded in 1996 out of a partnership 
between SAP AG and the Fraunhofer Institute, Germany. Provides Disk Encryption and 
Database Encryption and uses 128 Bit Size Key. It is free software and exploits AES, 
Blowfish and DES Algorithms. 
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 PC Dynamics Safe House Personal Edition provides total privacy and protection 
for your sensitive files and folders using passwords and strong encryption. SafeHouse 
features military-strength encryption, which is completely transparent to the way you work 
and compatible with all Windows applications. It uses AES and Blowfish Algorithms with 
256 Bit Size Key. 

 Advanced Encryption Package Professional is used for File and Folder 
Encryption Data. It supports Windows OS and allows compression and password access. 

 
CRYPTOGRAPHY ALGORITHMS 
Data encryption exploits some of the following algorithms [1], [4]: 

 RSA is the most commonly used encryption and authentication algorithm, which 
was developed in 1977 by Ron Rivest, Adi Shamir, and Leonard Adleman. Briefly, the 
algorithm involves multiplying two large prime numbers and through additional operations 
deriving a set of two numbers that constitutes the public key and another set that is the 
private key. Once the keys have been developed, the original prime numbers are no 
longer important and can be discarded. 

 MD5 (Message Digest 5) is a one-way cryptographic hash function. MD5 performs 
many binary operations on the message to compute a 128-bit hash. 

 SHA-1 (Secure Hashing Algorithm 1). The Secure Hashing Standard is defined in 
FIPS PUB 180-1. SHA-1 can be used to produce a message digest for a given message. 
Essentially, this is a 160-bit number that represents the message. SHA-1 is used by Digital 
Signature Standard (DSS), which is a standard used for digitally signing documents or 
other data. 

 SHA-2 is a set of cryptographic hash functions designed by the National Security 
Agency (NSA) and published in 2001 by the NIST as a U.S. Federal Information 
Processing Standard. SHA stands for Secure Hash Algorithm. SHA-2 is a cryptographic 
hash function similar to MD5 and SHA-1. The hash functions generate a 224 bit, 256 bit, 
384 bit or 512 bit message digest and accept a variable length input depending upon the 

function used.  Unlike SHA-1, SHA-2 is a set of cryptographic hashing functions. SHA-2 

comprises of SHA-224, SHA-256, SHA-384 and SHA-512. 

 Blowfish is a symmetric block cipher that can be used as a drop-in replacement for 
DES or IDEA. It takes a variable-length key, from 32 bits to 448 bits, making it ideal for 
both domestic and exportable use. Blowfish was designed in 1993 by Bruce Schneier as a 
fast, free alternative to existing encryption algorithms. 

 DES (Data Encryption Standard) encrypts blocks of size 64 bits. It was developed 
by IBM based on the cipher Lucifer under influence of the National Security Agency (NSA) 
and the design criteria for DES have not been published. It was standardized in 1977 by 
the National Bureau of Standards (NBS) today called National Institute of Standards and 
Technology (NIST). This is the most popular block cipher for most of the last 30 years. By 
far it is the best studied symmetric algorithm. Nowadays it is considered insecure due to 
the small key length of 56 bits. But 3DES yields very secure cipher, and is still widely used 
today. 

 AES/Rijndale is a specification for the encryption of electronic data established by 
the U.S. National Institute of Standards and Technology (NIST) in 2001. AES is based on 
the Rijndael cipher developed by two Belgian cryptographers Joan Daemen and Vincent 
Rijmen, who submitted a proposal to NIST during the AES selection process. Rijndael is a 
family of ciphers with different key and block sizes. 

 ElGamal. The ElGamal Algorithm provides an alternative to the RSA for public key 
encryption. The security of the RSA depends on the difficulty of factoring large integers; on 
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the difficulty of computing discrete logs in a large prime modulus. ElGamal has the 
disadvantage that the ciphered text is twice as long as the plain text. 

 HMAC is a specific construction for calculating a message authentication code 
(MAC) involving a cryptographic hash function in combination with a secret cryptographic 
key. The cryptographic strength of the HMAC depends upon the cryptographic strength of 
the underlying hash function, the size of its hash output, and on the size and quality of the 
key. 

 
COMPARING DATA ENCRYPTION SOFTWARE 
The paper presents a part of the existing commercial software for data encryption 

and their capabilities to facilitate user choice. The 11 criteria are used in the comparison: 

  price;  

  size of the encryption key;  

  users for whom the software is intended; 

  supported platforms;  

  encryption methods;  

  used encryption algorithms;  

  encryption functions;  

  additional opportunities to work with encrypted messages (in the case of supported 
to e-mail encryption function);  

  files and folders encryption functions; 

  disk encryption function;  

  supported features. 
Sixteen software products are presented are from the site http://encryption-

software.findthebest.com/ [5]. Mainly free software and software that is affordable and best 
suits user needs for data protection is selected. A relational database was created to 
perform the comparison. There are select queries on giving criteria. Below we present the 
features for each of the encryption software to facilitate user choice.  

Fig.1 shows the 16 discussed above programs for data encryption with their full 
names, sorted in ascending order of their prices. Presented is the method of payment of 
the price and the size of the used encryption key. Entrust and DataMotion Data Encryption 
Software don’t use an encryption key because they are utilised for encryption of e-mail. 

 

 
Fig.1 Software Name, Full Name, Price and Bit Size Key 

 
 Figure 2 presents the algorithms for data encryption. All algorithms are considered 

as described above in the article. Examined software products do not use the DSA 
cryptography algorithm. An example of data encryption software that uses the DSA 

http://encryption-software.findthebest.com/
http://encryption-software.findthebest.com/
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algorithm is the Information Security Corporation, but it has other disadvantages such as 
costing $ 103; supports only Windows OS and does not support all Intended Users. 

 

 
Fig.2 Encryption Algorithms 

 
 Intended Users of different data encryption software are shown in Fig. 3. 
 

.  
Fig.3 Intended Users 

 
The supported platforms for each of the 16 data encryption software are shown in 

Fig. 4. Note that the Entrust Email Encryption Software does not support all operating 
systems, as it is only used for E-mail encryption. With the exception of Entrust and Data 
Motion Secure Mail Desktop all programs support Windows OS. None of the programs 
supports Mobile Platforms. For example Aloaha Secure Stick Data Encryption Software 
supports Mobile Platforms, but there are other disadvantages. It costs $ 140 and does not 
support the File / Folder Encryption Features. 

.  
Fig.4 Supported Platforms 
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 Fig. 5 presents the supported encryption methods. It is noted that with the exception 
of Sophos EndUser Data Suite Software all support symmetric encryption methods. 
Flexcrypt Data Encryption Software supports symmetric and asymmetric encryption 
methods, and Hash Function. 

 

 
Fig. 5 Supported Encryption Methods 

 
 The supported features for each encryption software are presented in Fig. 6. We 

can conclude that almost all programs support encryption of files and folders. Only Finaily 
Secure Enterprise Software supports database encryption. Among all 16 data encryption 
software Sophos and Flexcrypt are the best at this parameter. They support disk 
encryption, files and folders encryption and e-mail encryption. 

 

 
Fig.6 Supported Primary Functions 

 
 Because out of the 16 products only 4 supports email encryption a list of their 

features was created with a select query sorting by price of the products. They are 
represented in Fig. 7. 

 

 
Fig.7 Supported Email Encryption Features 

 
Fig. 8 presents supported file and folder encryption features. The features for file and 

folder encryptions are: compression, document sharing, file shredding, file/folder hiding, 
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password access, password recovery and USB key (shown in Fig. 8). We note that only 
two programs support password recovery. These are AxCrypt and Symantec Drive 
Encryption Software. 

 

 
Fig.8 Support File /Folder Encryption Features 

 
From the presented data encryption software only 5 products allow to choose the 

cryptographic algorithm. The supported disk encryption features are presented in Fig.9. 
 

 
Fig.9 Supported Disk Encryption Features 

 
For all data encryption software, along with the features user support is also very 

important. Fig. 10 shows that no one of the examined software has with full support. 
Almost all software uses phone support, FAQ and Data Sheet support. Only TryeCrypt 
Data Encryption provides a Forum for Online support and own Self Help. Sophos also 
offers four types of support Data Sheet, FAQ, Phone support and Installation Help. 

 

 
Fig.10 User Support Features 
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CONCLUSION 
1. In conclusion it can be said that out of 16 data encryption software according 

Privacy PC [2], the following 4 software products are the best (Table 1): 
 

Table 1: Best Encryption Software Review 
 

№ Software Name Price Usability Features Efficiency Support Overall 

1 True Crypt Free 80% 100% 100% 60% 85% 

2 Safe House 
Personal Edition 

$60 90% 80% 80% 80% 83% 

3 Sensi Guard $39 80% 70% 80% 80% 78% 

4 Advanced 
Encryption 
Package 
Proffesional 

$50 70% 80% 80% 70% 75% 

 
Each data encryption software package has advantages and disadvantages.  
 
2. Table 2 presents the main advantages and disadvantages of the compared free 

data encryption software.  
 

Table 2: Free data encryption software 
 

 
 

 
3. Table 3 presents the main advantages and disadvantages of the compared paid 

data encryption software.  
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Table 3: Paid data encryption software 
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Резюме: Основен проблем за всички потребители е защитата на личните им данни. В 

статията са представени основните криптографски алгоритми. Представени са различни 
софтуерни продукти за криптиране на данни, избрани от [4]. Създадена е релационна база данни 
за съпоставка между тях по следните показатели: цена, размер на ключа, платформа, използван 
метод на криптиране, потребители, за които е предназначен, възможности, поддръжка. 
Представени са предимствата и недостатъците на избрания софтуер, за улесняване избора на 
потребителя. 

Ключови думи: криптиране, декриптиране, размер на криптографски ключ, защита на 
данните, софтуер за криптиране. 
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